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Abstract- With the growing demand in wireless sensor network (WSN), adversary attack on sensor node
becomes major issue in current WSN deployment. The replica nodes which are generated by attackers
time transmits inappropriate message to the sink in the sensor networks. Existing works presented
Sequential Probability Ratio Test (SPRT) which reduces the overhead of sensor node transmission on the
adversary conditions. Our first work extendsreplica detection scheme of probability ratio test with Finite
Range Query (FRQ) technique to effectively identify the mobile replica nodes and eliminate the varying
query ranges of mobile sensor nodes. But it is necessary to validate the query to improve the detection of
mobile replica nodes. Our second work focused on validating the functionality of the query scheme at the
time of the operation, thus reducing the risk of untimely failures. Numerous source nodes require
accounting data to a sink node, producing the funneling consequence where the traffic load enhances
since the distance to the sink node reduces. A significance of the funneling outcome is network jamming
where packet lines spread out since packets appear at nodes faster than what the nodes can broadcast.
Distinctive packet traffic in a sensor network exposes distinct models that per mit an adver sary examining
packet traffic to realize the position of a base station. To manage the packet creation rate at the sources
and transitional nodes, in this work we present an adaptive traffic data control scheme. To evade over-
utilizing the system in terms of the node packet shields and wireless channels, the proposed adaptive
traffic data control scheme control the data flow rate at the sink based on the original nodes presencein
the wireless sensor networks. An experimental evaluation is conducted to estimate the perfor mance of the
proposed adaptive traffic data control scheme in WSN [ATDCS] in terms of delay, traffic control rate,
reliability.
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[.  INTRODUCTION

Wireless sensor networks might be observed as a tmgpilation of small sensor nodes that can caiteg
themselves in an ddbsc system. It can be accomplished of intellecéoanlogical conditions inside their varie
and hae sequence activated restricted energy. Afterrttedligence phase, sensor nodes require to broaihe
information to the sink node or base station, wheran appliance will practice the data. Nevertsgla wireles
sensor network generally regesr communications and sensor nodes must systenth@ngselves so as
generate method that guide to a sink. ConsequevtiyNs achieve multi hop data proliferation so a
communicate data to a fixed sink.

Apart from malevolent intention; there can further reasons of packet dipping like crashesfelugpreac
out, jamming, etc. It is significant to discoverdwgmns that obtain these issues into account,rfetance, tc
thwart fake alarms. Packet loss happens when omeooe packets of data roarg diagonally a network ne
succeed to get to their destination. Packet lodtugrious as one of the three major error kimaist in digital
connections; the other two being fragment error faiske packets based owing to noise. Packet lossbe
processed by a amount of factors, counting signal defidu in excess of the network standard owing tdti-
path fading, packet dive as of channel jamminghatiered packets discardecd-transit, defective syste
hardware, defective network drivers or stard steering routines. In count to this, packetaepossibility is als
exaggerated by Signal to noise ratio and detachmeming the source and receiver. The packet faikl
examined with regard to number of packet

Transmission organize protdsoare a solution allowing knowledge in numeroudasfay’s sensor syste
requests. Applications for instance of locale suvigérg, structural strength supervising, and imagasing ar
greatly rely on overcrowding organization technigjaé any communation control protocol. Well consider:
jamming control approaches permit efficient commoation of sigrficant degrees of data from a huge numbe
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nodes beside one or more ways towards the daténgeaut centers (generally termed as ‘sink’ in ange
network expressions). In these high data-rate sggudrequently mass data is produced in counth® t
continually sensed data. For instance, in struthealth supervising, a place of sensors is orgahia a social
organization for instance a building. Each sensalststructural atmosphere incessantly and bradsithe data
to the sink at a definite rate. When the sensonses@ significant irregularity, they produce andhout
volumes of data at a much superior rate. With monjing power, beneath such traffic uniqueness, mtwo
disintegrate owing to jamming is predictable.

Congestion also contains harmful things on enemficiéncy. As the accessible traffic weight annoyed
definite point of jamming, the number of bits timaight be derived with the similar quantity of engrgduces.
The network tops up killing energy by broadcastpagkets from nodes upstream in the system towdnels t
descend, merely to be crashed.

In this work we present an adaptive traffic datateml scheme to avoid over-utilizing the networkénms of
the node packet buffers and wireless channelspidmosed adaptive traffic data control scheme obttie data
flow rate at the sink based on the original nodesgnce in the wireless sensor networks.

[I.  LITERATURE REVIEW

Communication protocols are a main technology ilayds sensor system applications. Applications for
instance of locale monitoring, structural fithesging, and image noticing are high data-rate reigubat greatly
rely on jamming control techniques which are areesal element of any communication control procedé
dispersed jamming control algorithm [1] is employedtree based connections in wireless sensorarksiathat
try to locate to adaptively allocate a fair andlveefyanized communication rate to each node.

WSNs have a broad series of possible applicationsected to technical, ecological, built-up, anditany
monitoring. These are presently little instancE®av WSNs can be utilized to assemble significdetia and
assist considerable services in genuine life [2].absemble the wireless sensor networks profedlsiottze
author presented an algorithm [3] to build a mirisize wireless sensor networks to cover entitedydize of the
grid. To enhance the energy of the wireless semstworks, localization of the nodes in WSN is pesesl and
efficient EM algorithm is presented [4].

Besides, enhancing fairness between flows is afseraely enviable. Nevertheless, the concept ohéss is
tough to view in sensor networks as the applicatiecessities pursue no widespread trait. Furthernsorch a
plan would also be advantageous for sensor netwuhich can sustain numerous simultaneous applitaitmd
also systems with several users [5], where theeenigcessitate to care for flows from diverse apfitins or
users in an unbalanced manner. The authors inuffjlest a cross-layer optimization system for jangnaiontrol
in multi-hop wireless networks. They realize a dépancy backlog based MAC preparation and routssias!
backpressure jamming power scheme.

In [7], the authors focus on fair bandwidth giviogit among end-to- end flows, whereas sustaining a
proficient largely throughput in the network. Thecommend a active rate allotment solution théaised on a
easy radio giving out model. The authors in [1@pmses a jamming control method, in which, theibaim both
node is used consistent with the transmitting déngasn nodes so as to reduce packet drop; the thlgori
mechanically regulates a node’s on warding ratewade packet drops owing to jamming. The algorithm
determines the equality crisis by assigning idahti@ndwidth to the sources. The authors in [8pssya rate-
based fairness aware jamming organization (FACG)opol [9], which reins jamming and attains rougfayr
bandwidth portion for diverse flows.

Abundant replica node recognition approaches haea loonsidered in the literature to conserve restith
attacks in rigid sensor networks. In [11], we sugge fast and well-organized mobile replica nodea®n
scheme using the Sequential Probability Ratio T\&t. consider the location assessment in a mobHeoad
network (MANET), where every node wants to persist situation information. It widens a stochastic
chronological decision structure [12] to appraissifion update resolution trouble. In this work, pan to
present an adaptive traffic control scheme to cbritne data traffic at the sink and provide an oidfit
communication.

[ll.  PROPOSEDADAPTIVE TRAFFIC DATA CONTROL WITH WIRELESSSENSORNETWORKS

The proposed work is efficiently designed for colliing the data traffic rate occurred while elinting the
replica nodes in the wireless sensor networks. dfoposed adaptive traffic data control scheme @xgssed
under three different phases. The first phase tescthe process of identifying the mobile replicales (acting
as adversary) and eliminates the varying queryasuadg mobile sensor nodes. The second phase allestthe
process of validating the range queries in theleéesensor networks. The third phase describegrtivess of
controlling the traffic rate of WSN occurred whilemoving and validating the finite range query pres in the
wireless sensor networks.
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The third process describes the process of coinyathe traffic data in WSN to enhance the datasmaission
between the sink and the base station. Numerausesoodes require accounting data to a sink rmodeucing
the funneling consequence where the traffic lodthanes since the distance to the sink node redtioesntrol
the packet generation rate at the sinks and iniemenodes, we present an adaptive traffic datdrabscheme.
The traffic data occurring at the sink is contrdllgsed on the flow of the original nodes presence.

Consider N sensor nodes. Each node contains aitdafimantity of data to be processed to a distiracste
station. The nodes can create data traffic, intewfdio route traffic created by other nodes. Tferes every node
can perform together as a source, and a routerndties model the surroundings at interrupted peitruct
the information into data packets, and drive thevayato a middle base station or sink. The flow atitig from
Node i be {f, and ri be the rate at which flowi¢ introduced into the system. Assign the rate flow f, that is
both fair and efficient. Note that, ri is the rakewhich node i introduces flowifto the system, and does not
contain the rate at which node i ahead traffic.

The first process is to remove the replica nodesemnt in the wireless sensor networks. The regitection
scheme of probability ratio test with Finite Rar@eery (FRQ) is to detect replica node attacks ibitecsensor
networks. If nodes are moving around in networkeaevolent mobile node will be treated as a refleeause
of its incessant change in location.

The second process describes the query validatmeesgs in continuation with an existing identifioat of
mobile replica nodes in finite range query scheBw.validating the query in wireless sensor netwptks
mobile replica nodes are removed entirely and duces the loss of data occurred while make a tcéinsa
between the nodes in the network environment.

3.1 Eliminating replica nodes in WSN

The Finite Range Query Scheme is used in the puewicork made to endeavoring the mobile duplication
detection problem whereas we construct an arbifpace with two restrictions in such a way that epabe is
dogged by the research rapidity of a mobile nodae Tesser and higher limits will be configured te b
associated with speeds below and in burdengf, ikewise. Every time a mobile sensor node sclesitd a
new location, each one of its neighbors desiresfobvious state having its position and time infation and
decides possibility of whether to promote the reegistate to the base station. The base statidnatea the
speed from all two consecutive states of a mobddenand accomplishes the Energy Efficient Finitedea
Query Scheme by permitting for speed as a practicadel. Once the base station makes a decisionathat
mobile node has been replicated, it eliminatesdpéca nodes from the network.

3.2 Validating the range query of nodes in WSN

The validation of query is processed at three stagfe communication in wireless sensor network
environment. The first stage of query processingasle with the identification of original node metnetwork
environment. Even the finite range queries are dsedhe removal of mobile replica nodes, thera igreat
extent of nodes to be extracted or discarded bwtiaeker. At this sense, it is necessary to vedittee query by
identifying the node authorized id given by thetified authority. The node identification querypsocessed
based on node id, key value pairs. After verifyimigh the nodes present in the wireless sensor mkfvibe
valid nodes are available. The node communicatioddne based on sending and receiving the query and
outcome with the free nodes for passing the meskage source to destination. For sending the messthg
sending query must contain a valid node id whichiven by the authorized entity and the key valagspfor
sharing the message with the destination. Befolieadting the message, it is necessary to checkiédstination
node id by the query validation scheme. The quetigdation scheme openly communicates with everyertod
authenticate the packet transmission and link feaby inspecting the node id, key value pairs mtediby the
authorized entity. It establishes the action ofrgwvede based on its contribution in the commuiacest Now
the network is designed with the original nodethinnetwork to process.

3.3 Adaptive traffic data control scheme

Numerous source nodes require accounting dataittkanode, producing the funneling consequence avher
the traffic load enhances since the distance teitilienode reduces. A significance of the funnebuogcome is
network jamming where packet lines spread out spaekets appear at nodes faster than what the raaes
broadcast. Distinctive packet traffic in a sensetwork exposes distinct models that permit an ashrgr
examining packet traffic to realize the positionadbase station. To manage the packet creatiorarabe sinks
and transitional nodes, in this work we presenadaptive traffic data control scheme. To evade -otiéizing
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the system, the proposed adaptive traffic datarabatheme control the data flow rate at the sia&dd on the
original nodes presence in the wireless sensorarksy

3.3.1 Overview

In section 3.3, we build up an easy adaptive allgarifor jamming control in sensor networks. To coht
the traffic rate at the sink, here we used two npEirameters. One is feedback and another is cantaslal.
Feedback delay of a data flow is defined as the titexval, calculated initially from the time nodestarts
broadcasting flow; fat a rate gto the time the control signal appears and altezgate toy. Control interval is
the time period over which a node obtains a choiteaise or fall in the communication rates of flaws
initiated by itself and of the flows being routedidg it.

Each node i, initiates flow, fsustain and drives the present ratg which the flow is being introduced into
the system. An estimation of the feedback delathefflow is done by attaching a congestion headeath
packet being departed in the flow. This permitsititermediary nodes to be conscious of the commtinita
rates of the flows transient throughout it, andrtifieédback delays. In our proposed ATDCS mechanibm,
nodes observe the data traffic rate. Based on igsmilarity among the input traffic rate, the nedmalculate
the preferred raise or fall in the rate of initmatiof the flows distributing the link.

When a node (say j) transmits a packet fit in tavffg the minimum bandwidths can be allocated, toyf
itself and by the nodes downstream (nearer toith@ ® node j. Finally, the congestion signal thahieves the
source node is, so, the minimum bandwidth alloctaetie flow based on the bandwidths of the nodmsgathe
path of the transmission.

3.3.2 Adaptive data traffic control algorithm

The adaptive traffic data control algorithm candescribed by the following steps carried out aheaade
every control interval. Before describing the aitfon, it is necessary to find out the some termadiieve the
data traffic control scheme.

i) Average Output rate of packets (AOR)

Let t,, Seconds be the time needed to broadcast a packsidered initiating from the time the packet was
sent by the system. Then, we remind that the efitciate g, packets per second is contrary to the time interva
tout SECONS, i.e.', _ 1. The value ofd4, in packet transmission is instance of the avetage required to

out
tout

broadcast a packet.
AOR= (aout) * Tout + (1_ aout) Ofose 1)

out

Where & . the capacity of the sink anq,Jis the present value of the variahjg t

out

i) Average Input rate of packets (AIR)
Let t, seconds be the time needed to broadcast a packsidered initiating from the time the packet was
sent by the system. Then, we remind that the efficiate , packets per second is contrary to the time interva

ti, seconds, i.e., _ 1 . The value oft in packet transmission is instance of the avetage required to
n t

broadcast a packet.

AR=(a,,)* T, + - a;,) 6, (2)
Where @, the capacity of the sinklis the present value of the variahle t
iii) Controlling traffic data efficiency

The efficiency of traffic data controller calculatthe vital transmission rate of the traffic (TR)térms of
packets per second. This is computed as [1]:
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TR=ax(ry, ~1y) - B (tg) 3)

Cl

Where, ¢,is the control period of the node andp are steady parameters and Q is the constant giEueQ is
measured as the smallest number of packets torieirsa certain interval. The value offr- r,), can be
negative, positive or zero. When,(F r,) is positive, positive feedback desires to enhagheecommunication
rates of the transmissions. Whepg(f r,) is negative, negative feedback is vital to rediieecommunication
rates. If (g - 1in) IS equal to zero, i.e., the input capacity masdaie sink capacity.

The below figure (fig 1) describes the entire psscef ATDCS. Based on the values obtained from AOR,
AIR, TR, the data flow rate at the sink is contedll The sink would allow the packet data to entdy & the
capacity is met with the incoming data packet. Fynahe traffic data rate is controlled in a rdli@ manner.
The next section describes the experimental evatuaf the proposed ATDCS.

Input: Set of packets P, time T, nodes N

Step 1: For each packet P and node N

Step 2: Identify the out time taken to transmit the packet among the nodes N (o)
Step 3: Identify the rate of packets to be sent at a second (roy)

Step 4: Compute AOR (equation 1)

Step 5: Identify in time taken to transmit the packet among the nodes N (t;,)
Step 6: Identify the rate of packets to be sent at a second (r;,)

Step 7: Compute AIR (equation 2)

Step 8: End for

Step 9: Compute a

Step 10: Based on the value of a (equation 3)

Step 11: Allocate the packet data to the sink

Step 12: If sink capacity is full,

Step 13: Transmit the packets to the Base station
Step 14: Else

Step 15: Allow the packets to enter

Step 16: End If

Step 17: End

Fig 1 Process of the proposed ATDCS

V. EXPERIMENTAL EVALUATION

We simulated the proposed adaptive traffic datarobscheme in a wireless sensor network by usnegy t
ns2 network simulator. In the simulations, we gehunodes consistently at arbitrary surrounded 8@ x 900
square, with n changeable among 100 and 1000. \téentiee the mobile sensor node movement pattems. |
particular, to exactly estimate the presentatiorthef system, we use the RWM model in which eachenod
progress to an arbitrarily selected position withaabitrarily chosen speed among a predefined mininand
maximum speed.

We guess the standard unit disc bidirectional conmoation representation and we change the message
range, so that every node will include roughly 40ghbors on average. The moving mobile sensor mksvo
stays there for a predefined pause time. Afterpdwase time, it then randomly chooses and movesdther
location. This arbitrary progression is constanimythe simulation period. All simulations wererfeemed for
1,000 simulation seconds. We fixed a pause tinbafimulation seconds and a minimum moving speedaf
m/s of each node. Each node uses IEEE 802.11 asatizim access control protocol in which the traesion
range is 60 m. To emulate the speed errors causdioebinaccuracy of time synchronization and lalon
protocols, we modify the measured speeds with maxirspeed error rate. The performance of the prapose
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adaptive traffic data control scheme in WSN is mead in terms of Energy utilization, traffic contmate,
Delay, Reliability.

V. RESULTS ANDDISCUSSION

In this work, we have seen how the data trafficlédwe controlled when all the replica nodes in the
wireless sensor networks has been removed. Thetrddfia at the sink has been efficiently removedusing
an adaptive mechanism based on the data flow tdle sink. Once the sink is filled with data, ut@matically
allowed all the data to be transmitted into theebstation. After sink gets empty, it allows theadtt enter into
it. The adaptive mechanism is done with the probesed on the data control flow rate. The belovetaind
graph describes the performance of the proposequtisdaraffic data control scheme in WSN.

Table 1 Finite range query vs. Energy utilization

Finite range quen Energy utilization (J)
Proposed ATDCS DQV-FRQ FRQ® Existing SPRT
5 11 12.1 12.9 14
10 9 11.2 11.5 13.7
15 8.2 10 10.5 12.6
20 7.3 8.7 9.3 11.5
25 6.4 7.9 7.3 10.3
30 5.2 6.8 6.5 8.2

The above table (Table 1) describes the utilizatibenergy needed to perform the data packet trissgon in
the wireless sensor networks. The utilization afrgg consumed by the proposadaptive traffic data control
scheme in WSN is compared with the previous work¥vVEFRQ (deployment of query validation for finite
range query scheme in WSN), FRQ (Finite Range Quang existing SPRT (Sequential Probability Ratio
Test).
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Fig 2 Finite range query vs. Energy utilization

Figure 2 describes the utilization of energy neadguerform the data packet transmission in thebess sensor
networks. The number of Finite query varies froo30. The increase of Finite Query Range undedsi¢a
decrease the energy utilization in all the schermethe proposed ATDCS, the finite range query@aganized
and processed under query validation. The propesekl controlled the data flow rate based on theovsthof
replica nodes in the wireless sensor networks. Ufilezation of energy is measured in terms of jeule
Compared to the other works (FRQ, DQV-FRQ, SPRIfig, proposed ATDCS consumes less energy and

process the given queries.
Table 2 No. of nodes vs. traffic control rate

No. of nodes Traffic control rate (%)
Proposed ATDCS DQV-FRQ FRQ Existing SPRT
10 42 35 30 21
20 54 48 42 32
30 63 52 50 40
40 78 66 65 49
50 84 75 70 52
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The above table (Table 2) describes the traffia dantrol rate to perform an efficient data pa¢katsmission
in the wireless sensor networks. The traffic cdntate of the proposeddaptive traffic data control scheme in
WSN is compared with the previous works DQV-FRQp{dgment of query validation for finite range query
scheme in WSN), FRQ (Finite Range Query) and egsf8PRT (Sequential Probability Ratio Test).
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Fig 3 No. of nodes vs. traffic control rate

Fig 3 describes the traffic data control rate tofggen an efficient data packet transmission in tieeless
sensor networks. In the proposed ATDCS, the traffita at the sink are efficiently controlled by #uaaptive
mechanism. The traffic occurring at the sink istoolied based on the capacity of the sink to hdeepacket
data. Once the sink is filled with the data, ibaled all the packet data to the base station. Affigt, it allows
other packet to enter into it. By the way, it coigrtraffic reliably. Compared to an existing SPRTd other
works such as DQV-FRQ, FRQ, the proposed adaptfitict data control scheme in WSN efficiently canifed

the traffic data at the wireless sensor networks.

Table 3 No. of packets vs. Delay

No. of packets delay (secs)
) Proposed ATDCS DQV-FRQ FRQ Existing SPRT
10 2.2 35 4.1 7.2
20 35 4.8 4.9 9.2
30 4.6 5.6 5.2 10.5
40 5.7 7.1 7.5 11.8
50 6.3 8.2 8.9 13.4

The above table (Table 3) describes the delay oeduvhen more number of data increases in the egisel
sensor network environment. The reliability of {®posedadaptive traffic data control scheme in WSN is
compared with the previous works DQV-FRQ (deploytr@frquery validation for finite range query scheime
WSN), FRQ (Finite Range Query) and existing SPREg(®ntial Probability Ratio Test).
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Fig 4 No. of packets vs. Delay

Fig 4 describes the occurrence of delay raised twerdata which are ready to pass onto the netwidnk.
proposed adaptive traffic data control scheme imfW@&rformed the traffic data control scheme effitlig in
terms of capacity of the sink at the sensor netao8ince the traffic control scheme is carried owith the
wireless sensor network, the delay in transmissoless. The delay is measured in terms of sec(sets)
meant that a bit of data that can be transmittest ¢ive network in a less interval of time. Compatedn
existing SPRT and Finite Range Query scheme whidkegss and transmits the network by enhancing the
query, in this, there is a great extent of delaypdfre number of queries is waiting in the queudr@nsmission.
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But in the proposed ATDCS, the traffic control seigeis taken place to control the data traffic atdmk. The

delay is low in the proposed adaptive traffic dasatrol scheme in WSN.
Table 4 No. of packets vs. reliability

No. of packets Reliability (%)
) Proposed ATDCS DQV-FRQ FRQ Existing SPRT
10 54 48 40 32
20 68 56 52 43
30 73 64 58 50
40 84 75 64 57
50 90 82 72 63

The above table (Table 4) describes the reliabitythe traffic data control for an efficient dapeacket
transmission in the wireless sensor networks. €hahility of the proposeddaptive traffic data control scheme
in WSN is compared with the previous works DQV-FRIgployment of query validation for finite rangeeqyu
scheme in WSN), FRQ (Finite Range Query) and egsf8PRT (Sequential Probability Ratio Test).
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Fig 5 No. of packets vs. reliability

Fig 5 describes the reliability of the traffic datantrol for an efficient data packet transmissiothe wireless
sensor networks. Since the proposed ATDCS usediadapechanism for data traffic control, the reili of

the network is improved. The proposed ATDCS effitie eradicate the replica nodes and validate tneng
The reliability of the network is measured in terofshow efficient the nodes in the network are iwed in
communication. Compared to an existing SPRT ammrotvorks such as DQV-FRQ, FRQ, the proposed
adaptive traffic data control scheme in WSN effitig controlled the traffic data at the wirelessser
networks with high reliability.

Finally, it is being observed that the proposedptida traffic data control scheme in WSN efficigntblved
the crisis of data traffic rate raised at the siBiken numerous source nodes require accountingtdatasink
node, the proposed adaptive mechanism controllseicban the sequence of the packet data arrivesp&enhto
an existing SPRT, the proposed ATDCS efficientlgtoolled the traffic data rate.

VI. CONCLUSION

The paper has presented an adaptive traffic dataatcscheme for traffic data control in wirelesmnsor
networks that seeks to consign a fair and efficrai# to every node. The proposed ATDCS needsodk 1o
observe their traffic rate, based on the dissiitylanf which every node chooses to raise or fall thé
communication rates of itself and its upstream sodde traffic data control is invoked at every edbtbws
transmitting through the gateway node, which wenegt as the control period. We performed simulatmine
proposed adaptive traffic data control scheme uadearbitrary association attack strategy in witighocess the
packet transmission range of the network. The tesndlicate that the proposed data traffic contnechanism
can accomplish gradually high good put, is capabl@chieve fairness for all nodes in the wirelessser
networks to obtain the finest communication ratgsdly.
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